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ABSTRACT 
The chaotic map has attracted more researchers in chaotic 

cryptography domain. That is because to large similarity among 

their characteristics such as unpredictability and sensitivity to an 

initial condition. Moreover, chaotic maps are a source of entropy 

that provide diffusion and confusion strength in cryptographic 

applications. Although existing one dimensional chaotic maps are 

widely used, many security issues are found in their behaviors. 

This paper tackles those issues through the new proposed solution 

model that uses bitstream dividing model. The proposed model 

uses the fixed-point format to extract bitstream and dividing a 

chaotic state into N equal parts, each part is a new chaotic state. In 

order to show the effectiveness of the proposed model, the 

unimodal maps are used in the simulation, it is shown that the 

proposed model has better chaotic complexity and performance 

than the corresponding maps. Moreover, it is a simple structure 

but effective and can be used as a chaotification model to generate 

digital chaos. In chaos-based cryptography, the enhanced maps 

have a better security strength which is highly needed for the 

development of chaos-based ciphers. 

CCS Concepts 

• Security and privacy➝ Mathematical foundations of 

cryptography 
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1. INTRODUCTION 
In the past two decades, chaotic system has attracted more and 

more researchers from several domains such as engineering, 

economics and cryptography [20]. When chaotic systems are 

realized on discrete space and discrete time, then it is called a 

digital chaos or discrete chaos. Computer precision is playing role 

in generating discrete chaos. Two methods are used to generate 

finite computing precision, which are floating point standard and 

fixed-point representation. However, there are differences 

between discrete chaos and actual chaos in terms of their chaotic 

behaviors. This is due to the quantization functions that digitized 

the chaotic states by using the limited precision functions such as 

ceil, truncate, and round.  

There are common characteristics between chaotic system and 

cryptography, which includes ergodicity, unpredictability, 

complex behavior, and initial condition sensitivity. Many 

cryptographic algorithms that are based on the digital chaotic 

maps have been proposed [15, 16, 17]. Digital chaotic map 

provides security strength to the chaos-based algorithms. Chaos-

based image encryption and chaos-based hash function are 

examples of such algorithms. For such cases, digital chaotic map 

is considered as the main source of diffusion and confusion for the 

cryptography algorithms.  

Unfortunately, many chaotic algorithms are found to be not secure 

because their design are based on the weak chaotic maps. A 

chaotic map becomes weak when it possesses non-chaotic 

behaviors, low chaotic complexity, strong correlation against the 

data set and non-uniform data distribution in their trajectories. 

Therefore, it is clear that the existing digital chaotic maps should 

be enhanced before they can be adopted in cryptographic 

applications. 

Chaotic maps can be classified into two groups; High 

Dimensional (HD) and 1-Dimensional (1D) chaotic maps. HD 

chaotic map, such as Loranz and Henon maps, has more than one 

system variable, more than one control parameter, complicated 

mathematical structure, high chaotic complexity, and slow 

dynamical degradation. However, HD chaotic map has high 

computational complexity which make them unsuitable to be used 

in cryptographic applications. On the other hand, 1D chaotic map, 

such as logistic and sine maps, has one system variable, one or 

two control parameters, simple mathematical structure with fewer 

arithmetic operations, and fast in implementation. Therefore, 

practically, 1D chaotic maps are much more suitable for 

cryptographic tasks, especially when tackling bulky data.   

However, 1D chaotic maps suffer from security weaknesses as 

mentioned earlier, and not suitable to be used in the design of 

chaos-based ciphers without modification. The weaknesses of the 

1D chaotic maps can be summarized as follows:  

1- Limited and interrupted chaotic range. 

2- Low chaotic complexity. 

3- Higher dynamic behavior degradation rate. 

 

Many chaotification models have been introduced to address the 

security limitations of the 1D chaotic maps. Most of those models 

focused firstly on reducing the dynamical degradation in digital 

chaos and then try to increase the chaotic complexity and chaotic 

range by using one of the following: higher computing precision 

[18], cascading chaotic maps [2, 3, 10, 23], pseudorandom 

perturbation chaotic maps [11, 12], switching chaotic systems [19, 

22], error compensation [6, 8], combining chaotic maps using 

modular operation [5, 7], coupling chaotic maps [4], and 

introducing delays [13, 15]. Most of these models employed an 

external entropy source to tackle the 1D chaotic defects. An 

external source can either be a random sequence, a digital chaotic 
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map or a continuous chaotic map. Unfortunately, it is clear that 

these chaotification models which are based on external entropy 

source are costly to be used to enhance a simple 1D chaotic map.  

This paper proposes a new model to address defects on the 1D 

chaotic maps by implementing Bitstream Divided Model (BDM). 

The proposed model is applied to the output of 1D chaotic map by 

dividing bitstream of the system variable into N equal parts and 

recalculate each part alone as system variable to enhance its 

chaotic qualities such as increase chaotic parameter range, 

increase high chaotic complexity and weaken dynamical 

degradation. BDM has advantages than exiting chaotification 

models, because it enhances 1D chaotic map without the need of 

an external source and it can be used on any 1D chaotic maps. The 

chaotic behavior analysis that applied on the digital logistic and 

sine maps shows the enhanced chaotic maps have better chaotic 

performance and qualities than their counterparts and other 

chaotification models.  

2. BACKGROUND 
This section introduces briefly two chaotic maps which called 

unimodal maps. Unimodal maps such as logistic and sine maps 

hold a critical point for each control parameter [1]. All chaotic 

states are monotonically increasing on the left side and 

monotonically decreasing on the right side of the critical point. 

The critical point determined the maximum value from a chaotic 

sequence. Thus, any data leakage of a chaotic sequence will 

provide much information to identify control parameter, and by 

using the reconstructed map one can determine the initial 

conditions of the map. If the control parameter and initial 

condition are easily estimated, the unimodal maps-based ciphers 

will be susceptible to statistical attacks and then will be broken. 

Although the unimodal maps are widely used in cryptographic 

applications, they are not secure and cannot resistant many well-

known attacks such as chosen plaintext attack, known plaintext 

attack, brute force attack, etc. Therefore, unimodal maps should 

be enhanced in terms of their chaotic performance and 

complexity, for they can be used in application such as 

cryptography.    

The logistic map is a first-order equation that were derived by 

biologist to estimate changes in population. The map is 

represented as  

                 

where, parameter          , and system variable         .   In 

each iteration, the logistic map produces new chaotic state. If the 

new chaotic state equals to the previous chaotic state, the chaotic 

sequence lies in a fixed point, and if the new chaotic state equals 

to one of the previous chaotic state, the chaotic sequence lies in a 

cycle, the length of cycle is very significant in chaos-based 

cryptographic tasks. In generally long cycle provides uniform data 

distribution and complexity.  For each control parameter in 

logistic map, there is two fixed points  ̈   ̈   . i.e  ̈    and 

 ̈    
 

 
, as shown in Figure, the chaotic sequence within a 

fixed point in the interval          , while             the 

chaotic sequence is being in the cycle with two chaotic points. 

When increase  , the number of points in the cycles will increase 

as   . But, there is discontinuous chaotic before   reached to 3.99. 

The logistic map has only chaotic behavior when its attractor is 

within the range of,             This shows that the logistic map 

has limited chaotic range that can be attacked by brute-force.    

The sine map is another example to unimodal map and derived 

from the sine function. The input is angle within interval [0, 1] 

and produce output in the same interval. The sine map can be 

represented as  

     
  

 
           

where r is control parameter         , and    is system variable. 

Also, the sine map has two fixed points  ̈   ̈   ,  ̈    for the 

control parameter, and when               another fixed point 

is used. As shown in the Figure, although the mathematical 

equations are different between two maps, the sine map and 

logistic map have the same chaotic behaviors.  

 

Figure 1. Framework of BDM 

3. BITSTREAM DIVIDED MODEL (BDM) 
This section has two subsections, the first subsection describes the 

proposed Bitstream Divided Model (BDM) and the second 

subsection analyzes the behavior of the propose modal.  

3.1 Notion of BDM 
The proposed BDM is designed to improve chaotic performance 

and qualities of existing 1D chaotic maps by dividing the system 

variable into a set of equal parts before being used by the BDM in 

its iterations. Although BDM uses less bit precision, it is able to 

produce large chaotic range with better dynamic behavior than the 

existing models. The selected unimodal maps used in this paper 

are the maps that are commonly used for cryptographic 

applications. These maps are fast but weak in terms of their 

chaoticness. Figure 1 shows the framework of BDM.         is 

the selected existing 1D chaotic map,   is control the parameter, 

   and      are the subsequence system variables. BDM takes 

     and divides its bitstream into a set of equal parts based on the 

following steps 

1- Extract bitstream of       based on fixed point number, 

U(0, 52) is used , where U is unsigned fixed point, 0 is 

the integer part and 52 is length of the fraction part.  

2- Determine number (N) of parts and calculate length (L) 

of part through ⌈
  

 
⌉  where ⌈ ⌉  returns the smallest 

integer greater than or equal to x. 

3- Calculate the difference by         . 

4- If    , the first part starts from position      (1) to 

     (L), the second part starts from      (L-R) to  

           and so on. Otherwise, the second part 

starts from      (L+1) to           and so on.   
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After dividing      into set of N parts, each part recalculate by 

fixed point number U (0, L). The second part is used as the input 

of the next iteration. BDM can be written as:  

                   

where   is the BDM function.  

The proposed model has large chaotic parameter behavior, better 

performance and bounded orbits. Moreover, the length of chaotic 

orbit is greater than the counterparts, where system variable is 

divided into N equal parts, the length of the orbit is     , 

where M is original length of chaotic orbit. The enhanced chaotic 

maps can produce large number of chaotic states in one orbit with 

prolonged cycle. Note that when N is large, the value of L will 

decrease, and the enhanced chaotic map will become ineffective. 

However, when the N is small, the value of L will increase, and 

the enhanced chaotic map will return to the original form. 

Therefore, N should be selected accordingly so that BDM will 

produce quality chaotic complexity. 

3.2 Chaotic Behavior Analysis 
The effect of BDM in improving the chaotic performance and 

dynamic properties of unimodal maps is studied in this section. 

The enhanced logistic map and the enhanced sine map are 

compared with their corresponding classical maps by using 

bifurcation diagram, Lyapunov exponent (LE), Iteration function 

diagram, and Shannon entropy (SE). Four chaotic maps use the 

same range          in all experiments and N=3 parts. The 

analysis and comparison results demonstrate that the enhanced 

unimodal maps have larger chaotic parameter range and better 

chaotic complexity than their counterparts. 

3.2.1 Bifurcation diagram 
Bifurcation diagram is used to study a relationship between 

chaotic system and control parameter. If a chaotic system can 

generate chaotic behavior, then the orbit released from an initial 

value can cover the whole phase space long-term. For each 

parameter, map can generate data sequence and all those 

sequences can represent by the bifurcation diagram. As shown in 

Figure 2, the enhanced maps cover the whole phase space along 

parameter settings while the classical maps cover only a small 

range of the parameter settings. Furthermore, both of the classical 

maps have large range without chaotic behaviors and in some of 

the chaotic ranges do not cover the whole of phase space. BDM 

provide a large chaotic range to unimodal maps and therefore 

make these maps strong against brute force attacks. 

   

(a)                                           (b) 

  

                        (c)                                                (d)  

Figure 2. The bifurcation diagrams (a) logistic map (b) sine 

map (c) enhanced sine map and (d) enhanced sine map 

3.2.2 LE 
LE quantifies the value of divergence or convergence for two 

orbits that start from extremely close initial values. If the two 

orbits are divergence, then LE is a positive value and a system is 

chaos. On the other side, if LE is negative or zero, then that means 

chaotic system has a small cycle or fixed point. LE is a significant 

indicator to identify chaos and it can be calculated by the 

derivative function of the difference equation. As shown in Figure 

3, LE compares the enhanced and the classical maps. The 

enhanced maps have large positive LE values in most of the 

parameter settings, whereas the classical maps have the small 

range and the largest value is when      .  As a result, the 

proposed BMD can generate the chaotic behavior in the non–

chaotic range of classical maps and also can enhance the chaotic 

performance and complexity on the most of the parameter 

settings.  

 

                                                    (a) 

 

                                                     (b) 

Figure 3. LE diagrams (a) logistic map and enhanced logistic 

map (b) sine map and enhanced sine map  
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3.2.3 Iteration function diagram 
In order to study the relationship between       and    on the 

different parameter settings, Iteration function diagram can be 

used. The whole phase space divides into set of points and each 

point is used as an initial condition. The iteration function 

diagram can study the iteration of these functions. As shown in 

Figure 4, the iteration function diagrams show that the enhanced 

maps have better random than their corresponding maps.  

Moreover, BDM has a more complex pattern and removes the 

critical point of each parameter. This is because the second parts 

are recalculated as new system variables and have different values 

to the original one. Obviously, the structure of the system attractor 

of enhanced maps is random (complex) and different to the 

original structure. Consequently, the attractors of enhanced maps 

have strong resistance to nonlinear prediction technology.   

  

                      (a)                                                (b) 

 

                      (c)                                                (d) 

Figure 4. Iteration function diagram, (a) logistic map, (b) sine 

map, (c) enhanced logistic map (r=1 and part 2) and (d) 

enhanced sine map (r=1 and part 2).  

3.2.4 SE 
SE is a standard used to measure the randomness of a time series. 

In chaotic sequence, SE can exhibit the randomness of chaotic 

orbit on the whole phase space through the following procedures: 

1) dividing phase space into    sub-intervals; 2) iterate chaotic 

map to length       points; 3) calculate SE for each parameter. 

As shown in Figure 5, SE of the enhanced maps show that the 

results are quite close to the theoretical value (m) over all 

parameter settings. While the classical maps have randomness in a 

small interval of the parameter settings and their SE values are 

much less than the enhanced maps on the whole control 

parameters.   

 

Figure 5. SE of enhanced and classical maps     

4. COMPARISON PERFORMANCE  
In this section, in order to demonstrate chaotic performance of the 

new enhanced maps, the proposed model is compared to others 

chaotification models. Two metrics are used in this comparison, 

which are the average of LE and SE within the respective chaotic 

range for all maps used in this comparison. The chaotification 

models are tent-logistic map [23], logistic-sine system (LSS) [21] 

and 2D sine logistic (x) [9], besides the classical maps (logistic 

and sine maps). For strong comparison, all chaotic maps are 

applied on the same bit precision. Table 1 shows the enhanced 

maps have LE and SE than others, which means that the enhanced 

maps has better sensitivity to the initial condition and/or control 

parameter and high ergodicity to cover all states in phase space.  

In chaotic cryptography, the enhanced maps now have high 

security and better chaotic complexity, which make them suitable 

for cryptographic applications such as image encryption, hash 

function, etc. 

Table 1. Comparison of chaotic maps 

Chaotic map LE SE 

Enhanced logistic map 1.7124 8.7541 

Enhanced sine map 1.7324 8.8124 

Logistic map 0.03298 6.7347 

Sine map 0.04214 6.6578 

Tent-logistic map [23] 0.3298 6.7347 

LSS [21] 0.4199 7.4721 

2D sine logistic (x) [9] 0.0099 7.9898 

 

5. CONCLUSION 
This paper proposed a new chaotification model based on the 

fixed-point number and dividing chaotic state. The proposed 

model divides system variable into N parts that equal length, and 

selecting the second part to the next iteration. It provides better 

chaotic performance and sensitivity to existing 1D chaotic maps. 

The unimodal maps are used as examples to investigate the 

proposed model. The results indicate that chaotic performances of 

unimodal maps are improved without using an external source 

like some chaotification models. Moreover, the enhanced maps 

can provide high security to chaos-based applications especially in 

cryptographic tasks.  
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